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Abstract: Internet of things is a concept that interrelates the devices that are connected to one
or the other network for the purpose of exchanging the data with the other systems and devices
without the necessity of human to machine interaction. Nowadays, privacy and security are the
two major concerns in IoT and also the crucial security requirements of IoT cannot be
guaranteed by the existing security structures due to the restraints in memory and CPU of the
IoT devices. There is also another disadvantage which is the centralized security architecture
which means to a database that is located or situated at a single point or single server but
whereas it has a limitation of single point of attacks and also defending against this limitation
is very costly. So a decentralized security architecture is required for IoT and it is designed in
such a way that it meets the limitations caused by the centralized security architecture. So an
important concept called Blockchain comes into the picture where the Blockchain is a
decentralized security architecture which is very much suitable for different applications.
However, Blockchain is not suitable in its original form due to low scalability and high
complexity. So we propose a Sliding window blockchain architecture which helps in many
ways such as in modifying the traditional Blockchain architecture to suit loT applications. This
proposed Sliding window blockchain architecture will make use of previous blocks to form the
has h of the next block and also the hash values altogether are responsible in sliding window
block chain architecture performance is analysed on a real time data stream generated from
smart home testbed. Finally, the overall results shows the advantages of this proposed
Blockchain architecture that is increased security and minimization of the memory overhead.
Keywords: Blockchain, Internet of Things, smart home, security, sliding window.
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1. Introduction

Blockchain is an immutable distributed information. It supports traceability and audibleness of
huge scale systems, including [oT. This immutableness could also be at odds with new
legislation such as the EU General information Protection Regulation (GDPR) which supports
the proper to be forgotten by removing information from third party records once it's served its
purpose. With the growing scale and prevalence of net of Things sensors in our daily lives,
trusting these sensors and systems to deliver reliable information whereas maintaining our
security and privacy may be a crucial thought. The IoT network architecture needs suburbanised
and light-weight approaches for delivering trust, whereas most typical approaches area unit
either centralised or computationally demanding. There exist 2 varieties of blockchains: (i)
permis- sioned and (ii) permissionless A permissioned blockchain may be a non-public
blockchain which needs pre verification of the participants inside the network UN agency area
unit assumed to understand one another whereas
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Figure 1: Blockchain Architecture

, a permissionless blockchain may be a public blockchain. ancient blockchain approach isn't
appropriate Prescilla K, Sarath adult male, and Manoj. B. S. area unit with the Department of
astronautics, Indian Institute of house Science and Technology, Thiruvananthapuram, Asian
nation 695547 for IoT with period of time information streams due to their computation-ally
complicated Proof- of-Work (PoW). As the process time will increase, blockchain security
becomes impossible to be used for IoT. the 2 major challenges concerned in applying
blockchain to IoT environments include: (i) process quality and (ii) scalability. The process
quality depends on diffificulty level and Merkle tree size. Merkle tree may be a tree in which
each leaf node is tagged with the hash of a transaction information and each non-leaf node is
tagged with the cryptographic hash of the labels of its kid nodes. Merkle tree grows with the
quantity of transactions created and, thereby, increasing the time consumed for Proof-of- Work,
which is a smaller amount favorable for AN IoT network. measurability refers to the boundaries
on the quantity of transactions a blockchain will process inside a specifific period. Bitcoin may
be a widespread example of a blockchain. Bitcoin blockchain may be a payment system that
doesn't place confidence in a central authority to secure and control its funds. every block in a
very Bitcoin blockchain has restricted block size. In Bitcoin, the block size is limited to one
MB and a block is strip-mined each 10 minutes. Interestingly, the present literature [3] suggests
blockchain as one of the info security and privacy algorithms that may be enforced for IoT
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applications because of its distributed architecture. during this paper, we tend to propose a

replacement blockchain architecture for IoT environments, particularly within the context of
sensible home applications. a sensible home monitors, analyzes, and reports the state of the
house. sensible homes use devices connected to IoT to change and monitor in-home systems.
sensible home are often thought-about because the smallest unit of a sensible town. the
protection standardization of a sensible home supports a sensible town and contrariwise.

2. METHOD

The window Blockchain (SWBC) utilizes a window that slides through the blockchain for every
block addition. The window at first consists of one block and will increase up to n blocks as
defined by the window size. The blocks within the sliding window area unit used whereas
making a replacement block. within the planned SWBC design, the block hash is generated by
hashing the blocks inthe window as shown in Figure three. the scale of the sliding window
determines the amount of recent past blocks wont to perform the hash update function. The
window blockchain incorporates a computational overhead of (n) for a continuing difficulty of
mining, wherever n is that the variety of blocks within the window used for the hash
updatefunction. window improves the immutability of the blockchain records. A false miner
needs previous (n 1) blocks and therefore the window size n to mine a block. The window size
is kept secret and sent solely to the miners in conjunction with the genesis block. The restricted
a part of the chain, i.e., the recent n blocks is keep within the memory of IoT device and
therefore the whole blockchain is keep during a private cloud. once the window slides, the older
block comes out of the window (block B1 as shown in Figure 3(b)) and is deleted from the IoT
device memory. Therefore, the memory overhead to store the blocks in IoT device is reduced.
The SWBC structure and its comparison with a Bitcoin blockchain area unit mentioned within
the following sections.

Block structure
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Figure 1:Sliding window blockchain design

A. Siding window Blockchain structure

Figure 3(c) shows the window block structure. The SWBC block consists of block hash,
blockID, timestamp, bits, nonce, previous block hash, minerID, and edgelD. Block Hash is
generated by hashing current block and former (n — 1) blocks. The BlockID represents a novel
ID of a block. solely the members area unit allowed to access the block ID of the new side
block. The field Timestamp shows the time at that the block is created. the sphere Bits
represents the issue level of mining. the issue level of mining is decided by the amount of initial
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zeros of the hash value. every zero is diagrammatic by four bits. The difficulty levels area unit

diagrammatic as follows: Level 1 (4 bits), Level two (8 bits), Level three (12 bits),Level 4 (16
bits), and Level five (20 bits). because the variety of zeros will increase, the issue level of
mining (i.e., computation time) will increase apace. A high difficulty level for POW ends up in
arise in computing resources, that makes Bitcoin blockchain not appropriate for [oT [17]. Also,
toreduce the entire computation time to mine the blocks, the issue level may be chosen
randomly between one and five. The time being worth represents the iteration that the proof of
labor gets solved . The Previous block hash is that the hash of the previous block that inherits
the properties of previous n blocks, wherever n is that the size of the window. MinerID
represents the ID of the entry and EdgelD represents the ID of the sting device. Smart Contract
Hash represents the hash worth of the smart contract accepted by all the miners. Smart contract
hash field is elective andactivating this field secures the good contract from reentrancy attack.
good contract hash field isn't enclosed in our exper- iment. The EncData consists of sensing
element data encrypted exploitation the Advanced secret writing Standard algorithmic rule with
arcanum based mostly Key Derivation operate (PBKDF2)

3. RESEARCH RESULT

Figure 1: Home scree
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Figure 2: Creation of smart home network
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Flgure 5: SWBC Simulation Extension Algorlthm
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Figure 6: Comparison Graph

4. DISCUSSION OF THE RESULT

In this paper author is describing thought to provide security to IOT devices exploitation
Blockchain technology as this technology supports decentralized knowledge storage which
implies knowledge can be hold on at multiple nodes compare to centralized storage wherever
knowledge is hold on at single centralized server. localised knowledge storage provides facility
of receiving knowledge from any out there node and it's strong security wherever one
knowledge store can verify hash price of all nodes. Verification of all nodes hash is computation
intensive and its can't be applied to IOT little devices thanks to memory, CPU and energy
consumption restrictions. to beat from this drawback author introduce slippy window technique
wherever the window size are going to be fixed and every one Blockchain dealing hash values
will be hold on in window and if window size exceeded then previous dealing blocks are going
to be slided or removed and maintain solely recentblocksdue to this method memory storage
and knowledge transfer overhead are going to be reduced. during this paper author is
exploitation device and different devices for implementation however we tend to don’t have
any devices or sensors therefore I implement this project as simulation
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Figure 1: Process flow
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5. CONCLUSION

IoT devices face constraints on resources such as computational capability, energy sources, and
memory. Therefore, the standard security algorithms are not feasible for IoT. We proposed
a sliding window blockchain that meets the requirements of a resource constrained IoT
network by reducing the memory overhead and limiting the computational overhead. From the
experimental results, we observed the following: (i) The computational time of PoW for each
level of difficulty increases exponentially. (i1) The total block addition time increases with the
increase in the number of miners in the group. (iii) As the window size increases, the hash
computation time increases linearly. (iv) A random selection of difficulty for each block in a
blockchain reduces the total block addition time. Future work can be carried out to analyse the
impact of a variable size sliding window. New consensus algorithms can be developed to suit
the IoT environment. Furthermore, energy consumption of the blockchain can also be analyzed
to draw more insights on energy resources required for an IoT device
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